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Abstract

This article walks you through securing awireless network. Our configuration is focused
on securing wireless network traffic for a small network such as a home or dorm room.
The security provided is both authentication, allowing only known authorized users
access to your wireless network, and encryption, preventing anyone from reading your
wirelesstraffic. The solution we describe utilizes the open source FreeS/\WAN software
that implements the Internet Protocol Security (IPSEC) protocol. In addition to your
wireless components (wireless NIC in your PC and wireless access point) you will need a
machine running Linux to act as your security gateway. While our configurations
assumes your wireless PC clients are running Linux, Windows 2000/X P based machines
come equipped with VPN software which will allow you to interface with this
configuration.

Introduction

Wirelessis here! The Wi-Fi rush has begun and there are access points popping up all
over the globe. This new craze, based on the 802.11b standard, is the new hit among
students and professionals everywhere. The ease of use and speed is appealing to all
computer users. Large and small conferences everywhere are now advertising free, open
wireless access to all attendees. Many conferences will even check out wireless PCMCIA
cards to use in your personal laptop. Unfortunately, wireless accessis easier to spread
than contain. Anyone with awireless access card can see the traffic and read the data.
There have been some advances in wireless security, namely WEP (Wired Equivaency
protocol), however these protocols have been proved to be less than adequate [Fluhrer-
2001]. We all wince as we send off our plain text passwords, hoping no one out there will
notice.

So, what can we use to secure our wireless LANSs from outsiders? We want a secure,
private link to our access point so that no one else can read our data. Our suggestion isto
implement a Virtual Private Network (VPN) over thisinsecure wireless link. VPNs
establish an encrypted connection for traffic to pass through between the client and
server. VPNs also offer authentication to ensure that only registered users use the
wireless access point. This paper provides an easy to implement, scalable, and free
solution using VPNs to secure wireless communications.



Background

Wireless Networks

A wireless network in this paper refers to one or more computers, communicating via the
802.11b standard in infrastructure (access point) mode. Each client must be MAC level
authenticated and associated to the access point. Once this process has taken place, the
user is part of the wireless network and can send data to others on this network.

Wireless networks have many advantages over wired networks. First, and most obvious,
isthe fact that there are no wires to run. Cabling costs accumulate rapidly and degrade
the visual appearance of a home or office. Wireless access points are also fairly cheap
and most come setup right out of the box. The ease of use and affordability make this
device atop choice among computing enthusiasts. Also contributing to the advantages of
wireless networksisits speed. The 802.11b standard moves data at 11 MB/s, whichis
faster than most home Internet connections. However, aflailing red flag follows this
standard wherever it goes. The encryption for 802.11b networksis the Wired
Equivalency Privacy (WEP) protocol.

The main purpose of WEP is to make the wireless network as secure as possible by not
allowing eavesdroppers to understand the user’ s data [Borisov — 2001]. It was designed to
be as secure as a wired Ethernet connection, which provides no built in encryption. Since,
the only security offered by wired networksis the physical denial of accessto the
network, WEP cannot be used as a means of guaranteeing secure data transmission. With
the speed at which 802.11b networks are spreading, something must be done to secure
data traffic. Many universities and companies are already implementing wireless LANS,
both intentionally and unintentionally. Most wirel ess access points come out of the box
with no encryption or restrictions on wireless access. This can create a huge hole into a
companies or universities backbone.

Virtual Private Networks

A virtua private network isamethod of communicating data securely over an insecure
network. A private connection is established between aVPN enabled client and VPN
gateway and all datatransmitted across this connection is encrypted. Anyone monitoring
the traffic between the client and the gateway will see a standard I P packet header but the
rest of the packet will be encrypted. The IPsec protocal is the standard protocol used to
implement most VPNSs as specified in RFC 2401 and RFC 2411.

There are two different modes of Virtual Private Networks: Transport mode and Tunnel
mode. Transport mode is used when an application encrypts the traffic between a client
and aserver. An example of thisis establishing a secure connection to abank. Using
tunnel mode means that any application not supporting encryption will send its traffic as



clear text. Since we wish to encrypt all traffic going across our insecure wireless link we
will use our VPN in tunnel mode.

In tunnel mode two VPN gateways establish a tunnel for packets to travel through while
they are going over a public network. (Seefigure 1.) The data originates on or
somewhere behind the first VPN gateway, and finds its destination behind the other end
of the tunnel. The VPN gateways encrypt the data before sending it across the insecure
network. When receiving encrypted packets the gateway will decrypt the packet and then
pass the packet to the machines behind them. The machines behind the VPN gateways
are not aware that the data is being encrypted before being sent across the insecure
network.
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Figure 1: Common Industry VPN Implementation Using Tunnel Mode

There are many advantages of using VPNSs. First the connection isfairly easy to set up,
modify, and tear down. The aternative for most companiesisto use aleased line from
one office to another. Thisis secure, but can be extremely expensive, and is almost
impossible to change if a branch relocates. VPNs not only provide a secure, encrypted
link, but also offer authentication. This means people are who they say they are.
However, all this security does not come for free. Encryption is not an easy task and can
slow down the data transfer if sufficient hardware is not available. Also, configuration
can be difficult since there are many encryption and authentication protocol parameters to
choose from.

Design and Implementation

System Overview

Figure 2 depicts the scenario we are working with. In our scenario we have a number of
Linux based clients who wish to communication over an insecure wireless network. In
addition to securing our data using encryption we wish to prevent unauthorized use of our
wireless network. To simplify our configuration these clients obtain their 1P



configuration (IP address, Default Gateway and DNS Server address) using DHCP.
While our clients are Linux based there is aversion of IPSEC that ships with Windows
2000/X P that will work on our VPN configuration.

The Linux based VPN gateway in figure 2 has two network interface cards. One interface
is connected via a crossover cable to the wireless access point. The second interfaceis
connected to the local area network with an Internet connection. On the wireless side, the
VPN gateway will be responsible for assigning dynamic IP addresses to requesting
clients. It will take requests to establish secure tunnels, and upon authentication route
encrypted packets from the clients. The VPN gateway will decrypt these packets and send
them on to the local wired LAN where they are routed across the Internet. Packets
inbound for our VPN clients will arrive at the VPN gateway. The gateway receives these
packets, encrypts them and transmits to the VPN clients via the wireless network. The
client decrypts the packets and passes them on to the application.

In order to support this scenario the Linux machine must perform a number of functions.
These are:
1) DHCP Server — The Linux machine isthe DHCP server for al of the wireless
clients.
2) DNS Server — The DNS configuration will be used to provide the IPSEC key
lookups.
3) VPN Gateway — The machine will be running the VPN software and is
responsible for encrypting/decrypting traffic across the wireless network.
4) Default Gateway/Router — The Linux machine will be configured to route traffic
for the clientsto the Internet.
5) Firewall —In order to prevent unauthorized users from accessing our network the
Linux machine will be running firewall software (iptables).

Wireless
VPN Client

192.168.140.1
via dhcp

192.168.140.250 192.168.24.251

= ﬁA/

VPN,
Router,
Firewall,
DHCP/DNS

Internet
Router

Wireless
VPN Client

Wireless Access Linux
Point Gateway

Wireless
VPN Client

Figure 2: Securing Wireless Using a VPN



FreeS/WAN — VPN Software

We decided to use FreeS'WAN (pronounced free-swan), an 1Psec implementation for the
Linux operating system. FreeS/'WAN isfreely available under the GPL license. The
official web siteislocated at http://www.freeswan.org. Thisis an excellent web site and
will be able to answer almost any question you may have regarding the FreeS'WAN
package.

FreeS'WAN uses |Psec to encrypt traffic at the IP level of the protocol stack. This
implementation uses Internet Key Exchange (IKE) as away of securely exchanging keys.
This exchange is based on the Diffie-Hellman key exchange protocol. The details of the
exchange will not be covered here and can be found in RFC 2409. IKE uses the Internet
Security Association Key Management Protocol (ISAKMP) to send the keys back and
forth across the network. This protocol is detailed in RFC 2408. In order to assure
authentication, Rivest Shamir Adleman (RSA) keys are used in this exchange. These keys
provide much more security than shared passwords. The server will use the Domain
Name Service (DNYS) to authenticate the appropriate keys. Instead of anormal hostname
lookup (type A), the server performs akey (type KEY') lookup to obtain akey for the
client. Once a secure tunnel has been established, FreeS'WAN uses an Encapsul ated
Security Payload (ESP) to transmit data. The details of ESP can be found in RFC 2406.
All these technol ogies combined together are used to create the encrypted tunnel for our
data.

Scenario Configuration

There are anumber of stepsto configuring both the gateway and the clients to support the
scenario describe earlier. These steps are:

1) Install the FreeS'WAN software on both the client and gateway machines.

2) Configure DNS on the gateway machine. This configuration will include both

machine names as well as the public keys needed for encryption.

3) Configure the gateway machine to be a DHCP server.

4) Set up the gateway’ sfirewall and routing

5) Turn on the IPSEC servicesfor your tunnel.

Installing FreeS'WAN

The gateway machine we used is running Redhat Linux 7.3 with the 2.4.18-3 (default)
kernel. The client machineis alaptop running Redhat Linux 7.2 with kernel 2.4.7-10
(default).

First download the two rpms appropriate to the PCs. There are not separate rpm for
frees’WAN clients and the gateway. (Note: these files can be found on the FreeS'WAN
website)



Redhat 7.3 with 2.4.18-3 kernel
ftp://ftp.xsdall.nl/publ/crypto/freeswan/binariesRedHat-RPM 5/2.4.18-3/freeswan-module-1.98b_2.4.18 3-
0.i386.rpm
ftp://ftp.xsdall.nl/publ/crypto/freeswan/binaries/RedHat -RPM 5/2.4.18-3/freeswan-1.98b_2.4.18 3-0.i386.rpm

Redhat 7.2 with 2.4.7-10 kernel
ftp://ftp.xsdall.nl/publ/crypto/freeswan/binaries/RedHat-RPM s2.4.7-10/freeswan-module-1.98b_2.4.7_10-
0.i386.rpm
ftp://ftp.xsdall.nl/publ/crypto/freeswan/binaries’RedHat-RPM s2.4.7-10/freeswan-1.98b_2.4.7_10-0.i386.rpm

Install the two rpms you just downloaded on both machines:
rpm —ivh freeswan-module-*.rpm
rpm —vh freeswan-*.rpm

Stop the IPSEC service from running on both PCs. (Y ou will turn it back on later once
you get the configuration files setup.)

serviceipsec stop (remember to do this on both the client and the gateway)
Gateway DNS setup:
We now want to configure the DNS service on the gateway machine.

On your gateway Linux machine edit the file /etc/named.conf and add the
following lines:

zone "wireless.netprl.calpoly.edu" {
type master;
file "wreless.netprl.calpoly.edu.zone"

b
Also on the gateway machine, create thefile
Ivar/named/wireless.netprl.calpoly.edu.zone
$TTL 86400
@ I'N SCA @ root.local host (
4 ; seria
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttl
)
@ I'N NS
gateway. w rel ess. netprl.cal poly. edu
gat eway I'N A 192. 168. 140. 250




Y ou will now need to add an entry for each wireless client that will be using the VPN.
To do this run the following command on each client machine: (This assumes you have
installed FreeS’'WAN on each client machine)

ipsec showhostkey
This command will print out the following (The key has been shortened for clarity):

; RSA 2048 bits localhost.localdomain Sat Nov 2 13:53:22 2002
localhost.localdomain IN KEY 0x42004 1 AQOVX0Jjl/ .. . 3rk6x

Append these lines to /var/named/wirel ess.netprl.cal poly.edu.zone on the gateway
machine. (It isprobably easiest to save the output of the “ipsec showhostkey”
command to afile on the client machine and then paste them into
Ivar/named/wireless.netprl.cal poly.edu.zone on the gateway).

Change local host.localdomain to a unique identifier. Here is the examplefor a
clientl.

clientl I'N KEY 0x4200 4 1

AQOVX0Jj | / Xwi MVdyeaB8oUdRXDauxppl4pekpRa+nbFEuUOk4bOkL2PEQU83r Xt KI PaN286z X
DICH /1 k3PCGc2sgA+t uxXJ3Syqg4a2lr q@Bni bTIRcbF/ zYQDRt LegHnURW3qqXep83F2/ sOYL
t oeGer c7TMcMIKAE7De8Cer Cb8vsg/ h6j BPmxQHBkj 0167 CKAKTFnDuMAf LNCZJIcOyxJntyh
295vwdFFr WDb0yr hn91l 5DKP6+Zi RFI 01 R61 t OChe5W hy MBE7aFf 9YgczaGA8HV/ 2ealdo
XTQOci FQthl xRudh8l 40CSPEvvVC 2Ct 6+3PKsHNnj myG3BdJVNR/ | hei n+i j FuBI r VI v49HB
hWo3r k6x

Now start the DNS server on the gateway machine.
service named start

Next edit the gateway machine’ sfile /etc/resolv.conf and verify it only contains the line:
nameserver 192.168.140.250

To test the DNS server
dig @192.168.140.250 client1.wireless.netprl.calpoly.edu -t KEY

This should return the RSA key for the client you just entered. If not, something went
wrong.



Server DHCPD setup:

We now have to set up the DHCP server on the gateway. The DHCP server will support
al clientsin configuring their IP address, default gateway and DNS server. The client
machines will be on the 192.168.140.0 subnet. This wireless subnet is named:
wireless.netprl.calpoly.edu. Machines on this subnet are named clientl, client2, etc.
Notice that the DNS server for the clientsis not the gateway machine. It is our normal
DNS server used for Internet connection (in our case 10.10.10.254 and 10.10.11.254).

On the gateway machine, edit /etc/dhcpd.conf to match the following figure:

defaul t-1| ease-ti ne 86400;
max-| ease-ti ne 604800;

option subnet-nmask 255.255. 255. 0;

option broadcast -address 192. 168. 140. 255;

option routers 192.168. 140. 250;

option domai n-nanme "wirel ess. netprl.cal poly. edu"
option domai n- name-servers 10.10. 10. 254, 10.10. 11. 254;

subnet 192.168. 140. 0 net nask 255. 255. 255.0 {
range 192.168.140.1 192. 168. 140. 20;
}

Firewall / Routing setup:

Using iptables we will now configure the firewall on the gateway machine. Our firewall
rules only allow routing of encapsulated security payload packets (IPSEC packets). A
user logged into the Linux gateway machine itself will no longer be able to access the
Internet. This can be fixed by modifying the script. However, be careful to not allow all
traffic through.

On the gateway machine, create the executable file /etc/rc.d/ipsec.firewall to
match the following figure: (Remember to chmod 700 /etc/rc.d/ipsec.firewall
when you are done to make the file executable.)



# Turn on | P forwarding
echo 1 > /proc/sys/net/ipvd/ip_forward

# Flush all chains
i ptables -F

# Set default policies

i ptabl es -P | NPUT DROP

i ptabl es -P FORWARD DROP
i ptabl es -P OUTPUT ACCEPT

# Allow clients to request IP
i ptables -A INPUT -p UDP -i ethO --destination-port 67 -j ACCEPT
iptables -A INPUT -p UDP -i ethO --destination-port 68 -j ACCEPT

# Al ow DNS to | ocal host

i ptables -A INPUT -p UDP --destination-port 53 -s 192.168.24.251 -d
192.168. 24. 251 -j ACCEPT

i ptables -A INPUT -p UDP --source-port 53 -s 192.168.24.251 -d
192.168.24. 251 -j ACCEPT

i ptables -A INPUT -p UDP --destination-port 53 -s 192.168. 140. 250 -d
192. 168. 140. 250 -j ACCEPT

i ptables -A INPUT -p UDP --source-port 53 -s 192.168. 140. 250 -d

192. 168. 140. 250 -j ACCEPT

# Al |l ow Aut henti cation
i ptables -A INPUT -p UDP -i ethO -s 192.168.140.0/24 --destination-
port 500 -j ACCEPT

# Al ow Encrypted data
iptables -A INPUT -p ESP -i ethO -s 192.168.140.0/24 -j ACCEPT

# Al ow anything in frominsecure side destined for subnet
iptables -A INPUT -i ethl -d 192.168.140.0/24 -j ACCEPT

# Al'l ow anything fromlocal host to | ocal host
i ptables -Ainput -i o -j ACCEPT

# Forward traffic conming off the secure interface
i ptables -A FORWARD -i ipsecO -j ACCEPT

# Forward traffic going out the secure interface
i ptables -A FORWARD -0 ipsecO -j ACCEPT

# Display Firewall
iptables-L -n -v

Load the ruleset by executing this script: /etc/rc.d/ipsec.firewall




Gateway ipsec setup:
We will now configure IPSEC on both the server and the client.

On the gateway add a connection for each client to the /etc/ipsec.conf file

# at the beginning of the file change the ipsec Iine to natch
i nterfaces="i psecO=et h0"

# dient 1
conn clientl
# right = <IP of VPN gateway>
ri ght =192. 168. 140. 250
# Al'l ow access out ny default gateway
ri ght subnet=0.0.0.0/0
# accept any connections fromclients
| ef t =%&ny
# use the public key associated with this FQDN
leftid=@lientl.wireless.netprl.cal poly.edu
# use DNS to find public key
| ef t rsasi gkey=%lns
#Automatically allow this connection at startup

auto=add

Start the ipsec service on the gateway
echo 0 > /proc/sys/net/ipv4/conf/ethO/rp_filter
service ipsec start

Client ipsec setup:

Y ou will need to get the gateway’ s public key. To do this, run the following command on
the gateway:

ipsec showhostkey --right
Add the following connection to the client’ s /etc/ipsec.conf

conn warrior-to-gw

# use the ip address of the interface of nmy default route

| ef t =%ef aul troute

# this is my unique ID

leftid=@lientl.wireless.netprl.calpoly.edu

# | P of the VPN gat eway

ri ght=192. 168. 140. 250

# use the ipsec as the default gateway

ri ght subnet=0.0.0.0/0

# public rsa key of VPN gateway

ri ghtrsasi gkey=0sAQ\vLZankTF2zJt 4r nJ2t Ud3g/ EnX1bD20Y03Qg/ pMieAO
7K4/ YACBHIFX9Hqf i NdusQk7CLJI Q0csPf WV2Ri 0g3kK7WHMVeqcoz+i Dx3ynsP61zEss70s
/ zP6t xmyqD/ CAHASr Vyz0e EOQKCBXXES AhWFLs| 25Gx+Tj 90Hnt dWbabB/ OWf Sx21 +GNA
EX4pnXRf m cckZTOYxvRmI3J8URNXI FuY7/ XLJ1nKRWs k MVHGZHS4OF+eS4Ghj +cguvDI 15
oLVSKkg n18Ct FvUQ FRo2DLgClu/ Lul mCVZi 13LC TqS82wAbp6cuv8ot nVBDHI1YTVu+
yl C6nT/ dVWE3GDdhGc6A bu3qgyPr 00y2TQot b8U+eT

# add this connection at startup
auto=add




Start the ipsec service on the each client:
echo 0 > /proc/sys/net/ipv4/conf/ethO/rp_filter
service ipsec start

Now, everything should be setup. In order to establish a connection to the server, run the
following command on the client.
ipsec auto --up warrior-to-gw

In order to make sure the packets are being encrypted, start up your favorite packet
sniffer and sniff some traffic. Y ou should be seeing all ESP packets. If not, something
somewhere went wrong. Check Free SSWANSs web site documentation.

Conclusion

Wireless security is a severe problem. There are new solutions emerging, including the
new Wi-Fi Protective Access (WPA). This solution aims to replace the weak encryption
of WEP. It will run on existing hardware and will strongly increase the level of data
protection and access control [Grimm-2002]. However, why wait for this new protocol
when a system has already been developed. A virtua private network can and does
provide excellent security over wireless data links. VPNs were invented to carry private
data over a public medium, and the 802.11b standard definitely makes the air a public
medium.

The machine acting as the gateway has quite a few jobs. The test machine was a
Pentium2 celeron 266. There was a slight decrease in performance, but we're sure this
would be taken care of with a decent machine. We were able to surf the web and perform
file transfers from a single client machine at an acceptable rate.
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